
PRIVACY POLICY 

This privacy policy document (“Privacy Policy”) is published in accordance with relevant laws on 

publishing of a privacy policy for handling of or dealing in personal informa<on including sensi<ve 

personal data or informa<on. 

1. GENERAL 
DCX SoBware PlaDorms, and/or its licensor, licensee and/or affiliates (“DCX”, “we,” “our,” or “us”) 

provides its soBware services through its website located at h"ps://okto.tech and via its mobile 

applica<on, Okto and products (collec<vely the “Services” or “DEFI Wallet” or “Okto Wallet”). 

Before using our Services, please read the Privacy Policy carefully, along with any other policies or 

no<ces on our website or mobile applica<on.  

This Privacy Policy provides specific informa<on on who is processing your data, how and why it is 

being processed and your rights with regards to the control of your data when availing the Services 

through the website and mobile applica<on. We con<nue to explore methods to further protect 

consumers' privacy, such as opt-out prompts, migra<ng to privacy-centric tooling and deploying 

proxies to anonymize network traffic. 

It is strongly recommended for you to return to this page periodically to review the most current 

version of this Privacy Policy which is amended by us from <me to <me. If you do not agree with this 

Privacy Policy in any manner, do not use the Services that we provide or download, install and/ or 

use the DEFI Wallet. 

2. OVERVIEW 
Your right to privacy and the protec<on of your personal data is important to us. The following 

sec<ons provide further details as to how we process your informa<on through DEFI Wallet. We 

don’t share your informa<on with third par<es except to deliver you our Services and products, 

comply with the law, make DEFI Wallet beUer, protect our rights, or effectuate a business transfer. If 

you have any ques<ons or concerns about this policy, please reach out to us at support@okto.tech. 

3. HOW DO YOU ACCEPT THIS POLICY? 

By using DEFI Wallet, including downloading one of our mobile applica<ons or visi<ng our website, 

you agree to the use, disclosure, and procedures outlined in this Privacy Policy. 

4. TYPES OF DATA THAT WE MAY COLLECT FROM YOU  

To provide the Services, we need to collect some informa<on about you. Thus, your informa<on 

enables us to operate our business and beUer serve you. Your informa<on helps us innovate and 

offer new products. Privacy is central to everything we do. And we've enshrined transparency as one 
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of our values. Accordingly, we aspire to be transparent about what liUle data we do collect. We may 

obtain the following informa<on about you as well as the device from which you avail the Services: 

1. “Personal InformaKon” will inter alia include any informa<on which is directly or indirectly 

available with us to iden<fy or verify individual iden<ty.   

2. “Non-Personal InformaKon” may be collected by us which cannot be used to iden<fy 

individuals, while using the website and mobile applica<on. This informa<on inter alia 

includes: 

Publicly available blockchain data- When you connect your non-custodial blockchain wallet 

to the Services, we collect and log your publicly available blockchain address to learn more 

about your use of the Services and to screen your wallet for any prior illicit ac<vity. We 

screen your wallet using intelligence provided by leading blockchain analy<cs providers. 

Note that blockchain addresses are publicly available data that are not created or assigned 

by us or any central party, and by themselves are not personally iden:fying. 

      
InformaKon from local Storage and other tracking technologies- We and our third-party 

services providers may access and collect informa<on from local Storage, mobile device ID, 

cookies, web beacons, and other similar technologies to provide and personalize the Services 

and features of the Services for you across sessions. For example, using a user's 

authen<ca<on token to keep his/her logged in, or using a user’s customiza<on seZngs. We 

may also use this informa<on to learn about your preferences, your use of the Services, and 

our interac<ons with you. Informa<on we collect from these technologies may include things 

such as browser type, referring/exit pages, opera<ng system, device or browser language, 

and other device informa<on. We group and analyze these user journeys collec<vely, in the 

aggregate, to improve our product user experience. 

      
InformaKon from other sources- We may receive informa<on about your wallet address or 

transac<ons made through the Services from our service providers in order to comply with 

our legal obliga<ons and prevent the use of our Services in connec<on with fraudulent or 

other illicit ac<vi<es. 

Survey or usability informaKon- If you par<cipate in a survey or usability study with us, we 

will record any biographical informa<on you directly provide to us (for example, your name, 

email, and job <tle), the responses you provide to us, and your interac<ons with the 

Services. 



Correspondence. We will receive any communica<ons and informa<on you provide directly 

to us via email, customer support, social media, or another support channel (such as TwiUer 

or Discord), or when you par<cipate in any surveys or ques<onnaires.      

      
(Your Personal Informa<on is our “User Data”). We do our best to minimize the amount of Personal 

Informa<on that we collect from our users. Your contact informa<on, such as your phone number, or 

email address (depending on how you contact us), may be collected when you communicate with us 

for support, or if you report a bug or other error related to the DEFI Wallet or when you interact with 

us through social media. When you use our Services, we process PUBLIC wallet addresses that you 

generate through your DEFI Wallet. 

5.      HOW WE USE THE INFORMATION WE GATHER 

We understand the importance of your informa<on and ensure that it is used for the intended 

purpose. We primarily use the limited informa<on that we collect to enhance our Services. Except, if 

Category of personal 

informaKon

Types of personal informaKon 

captured by category Purpose

Personal details, contact 

details, and iden<fiers.

Name and contact details (such as e-

mail, phone numbers when you 

vo l u nta r i l y h ave s h a re d t h i s 

informa<on with us in order to be 

contacted)

Facilita<ng communica<on 

with you for customer support 

purposes.

System and applica<on 

access data and internet 

and electronic network 

ac<vity informa<on

The Internet protocol (IP) address 

used to connect your computer or 

mobile device to the Internet. DEFI 

Wallet Services metrics (e.g., the 

occurrences of technical errors, your 

interac<ons with service features and 

content and your seZng preferences) 

R e c o r d s o f a n y c o n t r a c t u a l 

agreements entered into by you 

while availing the Services.

Provide troubleshoo<ng, and 

improve our Services. To 

analyse performance, fix 

errors, and improve the 

usability and effec<veness of  

t h e D E F I Wa l l e t a n d /o r 

Services. Necessary for the 

performance of a contract to 

which you are a party. 

      



we sell all or a por<on of our business, or as otherwise described below, we do not rent, trade, or sell 

your User Data. By virtue of this Privacy Policy, we access, store and use the User Data we collect 

from you in accordance with the applicable laws to provide our Services, to research and develop 

new ones subject to the limita<ons set out in this Privacy Policy: 

a) Providing the Services. We use the data we collect to provide, maintain, customize and 

improve our Services and features of our Services. 
b) Customer support- We may use informa<on to provide customer support for and answer 

inquiries about the Services. 

c) Safety and security- We may use data to protect against, inves<gate, and stop fraudulent, 

unauthorized, or illegal ac<vity. We may also use it to address security risks, solve poten<al 

security issues such as bugs, enforce our agreements, and protect our users and Company. 

d) Legal compliance- We may use the informa<on we collect as needed or requested by 

regulators, government en<<es, and law enforcement to comply with applicable laws and 

regula<ons. 
e) Aggregated data- We may use some of the informa<on we collect or access to compile 

aggregated data that helps us learn more about how users use the Services and where we 

can improve your experience.                                                                                                                     

The data collected by cookies helps us track, analyse and understand your trends so as to enable us 

to understand lacunas (such as slow response <me on our website page or applica<on) and improve 

your interac<ve experience of using our Services, our design, features and func<onali<es.  

6. SHARING OF INFORMATION WITH OTHER PARTIES 

6.1. Agents or Third-Party Partners  
We may provide your User Data to our employees, contractors, agents, service providers, and 

designees (“Agents”) to enable them to perform certain services for us, including improvement of 

website-related services and features, and performance of maintenance services.  

Informa<on about our users is an important part of our business and we are not in the business of 

selling User Data to others. We may transfer User Data to our service providers or third par<es in 

connec<on with DEFI Wallet’s opera<on of its business, as certain features on DEFI Wallet rely on 

various third-party products and services (collec<vely “Third-Party Services”). These Third-Party 

Services providers only have access to certain User Data such as your public wallet addresses etc., 

required to perform their func<ons and may not use it for other purposes. Furthermore, they must 

process the User Data in accordance with our contractual agreements and only as permiUed by 

applicable data protec<ons laws. Further, we may integrate technologies operated or controlled by 

other par<es into parts of the Services. For example, the Services may include links that hyperlink to 

websites, plaDorms, and other services not operated or controlled by us. Please note that when you 

interact with these other par:es, including when you leave the Site, those par:es may independently 



collect informa:on about you and solicit informa:on from you. You can learn more about how those 

par:es collect and use your data by consul:ng their privacy policies and other terms. 

You acknowledge and agree that in the interests of improving personalisa<on, offering new features 

in the exis<ng services You are availing, offering new products/ services which may be relevant for 

You and service efficiency, We may, under controlled and secure circumstances, share Your User Data 

with our affiliates or associates. 

6.2. Business transfers  
As we con<nue to develop our business, we may transfer or share data to another en<ty in the event 

of a merger, acquisi<on, bankruptcy, dissolu<on, reorganiza<on, asset or stock sale, or other 

business transac<on.       

6.3. Regulatory or Legal Obligation      
We will share personal informa<on outside of DEFI Wallet if we have a reasonable belief that access, 

use, preserva<on, or disclosure of the informa<on is reasonably necessary to comply with any 

applicable law, regula<on, legal process, or enforceable governmental request; to cooperate with law 

enforcement; to enforce or apply our Terms of Service and other agreements; or to protect the 

rights, property, or safety of our Services, employees, users, or others. 

6.4 Safety and Security 

 We shall share data to protect against, inves<gate, and stop fraudulent, unauthorized, or illegal 

ac<vity. We shall also use it to address security risks, solve poten<al security issues such as bugs, 

enforce our agreements, and protect our users, Company, and ecosystem. 

We do not share your informa:on with any third par:es for any marke:ng purposes whatsoever. 

7.  DATA RETENTION 

Please note that even If you delete your Wallet or addresses from the DEFI Wallet mobile 

applica<on, uninstall the mobile applica<ons from your device, or request that your informa<on be 

deleted, we s<ll may retain some informa<on that you have provided to us to maintain DEFI Wallet 

or to comply with the laws and regula<ons to which DEFI Wallet is subject. If you have any ques<on 

or objec<on as to how we collect and process your User Data, please contact support@okto.tech. 

8. DATA SECURITY 

We are commiUed to making sure your informa<on is protected in accordance with applicable laws 

and our data privacy policies. We work to protect the security of your User Data during transmission 

by using encryp<on protocols and soBware. We maintain physical, electronic and procedural 



safeguards in connec<on with the collec<on, storage and disclosure of your User Data and secure all 

connec<ons with industry standard transport layer security. Even with all these precau<ons, we 

cannot fully guarantee against the access, disclosure, altera<on, or dele<on of data through events, 

including but not limited to hardware or soBware failure or unauthorized use. You hereby 

acknowledge that any informa<on that you provide to us is done so en<rely at your own risk. 

9. CHILDREN 

We are especially sensi<ve about children’s User Data. Our Services are intended for a general 

audience/public and are not directed at children. We do not knowingly receive or collect personal 

informa<on from children under the age of 18. Our users must be at least eighteen (18) years old to 

use our services.  If you are a parent or legal guardian of a minor child, we will treat any informa<on 

that you provide us while using DEFI Wallet on behalf of your minor child as User Data as otherwise 

provided in this Privacy Policy. If you have ques<ons concerning our informa<on prac<ces with 

respect to children, or if you learn that a child under the age of 18 years has used DEFI Wallet, 

created a user account, or provided us with User Data, please email us at support@okto.tech. 

10. CONDITIONS OF USE, NOTICES, CHANGES AND UPDATES TO PRIVACY NOTICE 

If you choose to use DEFI Wallet, your use and any dispute over privacy is subject to this No<ce and 

our Terms of Use, provided at hUps://okto.tech/assets/PDF/Terms-of-Service.pdf. If you have any 

concerns about privacy at DEFI Wallet, please contact us with a complete descrip<on, and we will try 

to resolve it. You also have the right to contact your local Data Protec<on Authority. We reserve the 

right to update and revise this Privacy Policy at any <me. We occasionally review this Privacy No<ce 

to make sure it complies with applicable laws and conforms to changes in our business. If we do 

revise this Privacy Policy, we will update the “Effec<ve Date” at the top of this page so that you can 

tell if it has changed since your last visit and will do our best to no<fy you. Please review this Privacy 

Policy regularly to ensure that you are aware of its terms. Any use of DEFI Wallet aBer an 

amendment to our Privacy Policy cons<tutes your acceptance to the revised or amended terms. 

 Disclosures for European Union Data Subjects 

We process personal data for the purposes described in the sec<on <tled “How We Use The 

Informa:on We Gather” above. Our bases for processing your data include: (i) you have given 

consent to the process to us or our service provides for one or more specific purposes; (ii) processing 

is necessary for the performance of a contract with you; (iii) processing is necessary for compliance 

with a legal obliga<on; and/or (iv) processing is necessary for the purposes of the legi<mate 

interested pursued by us or a third party, and your interests and fundamental rights and freedoms do 

not override those interests. 

https://okto.tech/assets/PDF/Terms-of-Service.pdf


Your rights under the General Data Protec<on Regula<ons (“GDPR”) include the right to: 
(i) request access and obtain a copy of your personal data; 
(ii) request rec<fica<on or erasure of your personal data; 

(iii)  object to or restrict the processing of your personal data; and  
(iv) request portability of your personal data. Addi<onally, you may withdraw your consent 

to our collec<on at any <me.  

Nevertheless, we cannot edit or delete informa<on that is stored on a par<cular blockchain. 

Informa<on such as your transac<on data, blockchain wallet address, and assets held by your 

address that may be related to the data we collect is beyond our control. 

To exercise any of your rights under the GDPR, please contact us at support@okto.tech. We may 

require addi<onal informa<on from you to process your request. Please note that we may retain 

informa<on as necessary to fulfil the purpose for which it was collected and may con<nue to do so 

even aBer a data subject request in accordance with our legi<mate interests, including to comply 

with our legal obliga<ons, resolves disputes, prevent fraud, and enforce our agreements. 

                               

Cross-Border Data Transfer 

Please be aware that your User Data will be transferred to, processed, and stored in India. Data 

protec<on laws in India may be different from those in your country of residence. You consent to the 

transfer of your informa<on, including all User Data, to India as set forth in this Privacy Policy by 

visi<ng our Sites or using our Services. 

Whenever we transfer your User Data to countries not deemed by the European Commission to 

provide an adequate level of personal informa<on (User Data) protec<on, the transfer will be based 

on a data transfer mechanism recognized by the European Commission as providing adequate 

protec<on for User Data. 

Contact Us 

If you have any ques<ons about this Policy or how we collect, use, or share your informa<on, please 

contact us at support@okto.tech. 

mailto:support@okto.tech
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